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Step One:
What is an Open Source Audit?



Open Source —what's going on”?
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Step Two:
Why conduct an Open Source
Audit?



Why audit — good hygiene
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Why audit — litigation
regulatory review
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Step Three:
How to do an Open Source
Audit?



Kick Off




Who should be involved In the
abdit — dec'sionmkers
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VWhat tools should we use 1o
conduct an audqit?
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& Sample Audit - Jan 2018 (DO NOT DELETE)-AppendixA (1)

SlackDuck Audit report

Saved to my Mac

Page Layout Formulas Data Review View
. e 11 AutoS v —
Arial 14 v||As Ay | = = _ | D =70 Wrap Text General v E, = e v eEm, EmX, [, 2. Autosum AY.
| — . — = & & 3| Fill v YA
B|I U~ S v Al = = | = €= = ++| Merge & Center ~ $ v % > | %5 % | Conditional Format  Cell Insert  Delete  Format - Sort &
v | = = = — — B0 Eormatting as Table  Styles &/ Clear ~ Filter
fx  component
A B c D G H

Jan 2018 (DO NOT Unspecified |[template] Basic Proprietary Commercial Original Code

e Windows Presentation Unspecified |Microsoft Limited Permissive License (Ms- Snippet + File Component http://3dtools.codeplex.com/
1.1.2 MIT License Snippet + File http://github.com/angular/angulat

AQ 5.1.0 Apache License 2.0 Dynamic Library — http://activemq.apache.ora/
ons CLI 1.4 Apache License 2.0 Dynamic Library ' No Conflict  http://repo.maven.apache.org/m:
ons Collections 3.2.2 Apache License 2.0 Dynamic Library — http://repo.maven.apache.ora/mz
ons Configuration 1.10 Apache License 2.0 Dynamic Library | No Conflict  http://commons.apache.org/confi
ons FileUpload 1.3.1 Apache License 2.0 Dynamic Library | No Conflict  http://commons.apache.ora/prop
ons Lang 2.3 Apache License 2.0 Dynamic Library — http://commons.apache.ora/prop:
ons Lang 3.31 Apache License 2.0 Dynamic Library | No Conflict  http://commons.apache.ora/prop
ons Lang 26 Apache License 2.0 Dynamic Library — http://commons.apache.ora/prop:
ons Math 3.6.1 Apache License 2.0 Dynamic Library | No Conflict  https://repository.apache.org/con
ons Text Unspecified |Apache License 2.0 Dynamic Library — https://commons.apache.ora/pro
1 Commons Codec r 1.3 Apache License 2.0 Dynamic Library | No Conflict  http://jakarta.apache.ora/commol
1 Commons Compress 1.4.1 Apache License 2.0 Dynamic Library — http://jakarta.apache.ora/commo
1 Commons HittpClient 3.0.rc3 Apache License 2.0 Dynamic Library | No Conflict  https://repo1.maven.org/maven2,
1 Commons IO 1.1(1) Apache License 2.0 Dynamic Library — https://maven.repository.redhat.c
1» Commons Jelly 1.0 (2) Apache License 2.0 Dynamic Library | No Conflict  http://jakarta.apache.org/commol
1 Commons Logging 1.04 Apache License 2.0 Dynamic Library | No Conflict  http://jakarta.apache.org/commol
1 HTTP Client 3.1 Apache License 2.0 Dynamic Library | No Conflict  http://jakarta.apache.org/commol
1 Lucene 220 Apache License 2.0 Dynamic Library | No Conflict  http://lucene.apache.ora/java/doc
log4j:logdj Unspecified |Apache License 2.0 Dynamic Library — http://logging.apache.ora/log4j/2.
log4j:log4j 1.2.12 Apache License 2.0 Dynamic Library | No Conflict  http://logging.apache.ora/log4j/1.

2.3.29 Apache License 2.0 Dynamic Library — http://github.com/apache/struts/

t 6.0.26 Apache License 2.0 Dynamic Library — http://jakarta.apache.ora/tomcatli

) 211 Anache | icense 2 N Dvnamic | ihrarv " Na Canflist  httn-//dh anacha araltarane!

‘age Summary Analysis Summary Licenses in Effect Bill of Materials Identified Files Risk Assessment Vulnerabilities by Version Vulnerabilities by Name Only Disclaimer
o - ——
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Audit output —

-lexera priority

Licence Priority Typical Licence for level

1

Copyleft/Viral Style
licenses such as: GPL,
AGPL, LGPL, CDDL, MPL,
EPL.

Commercial Licences, Less
common OS licenses,
Vanity / Strange licenses,
Code Project Open License
ltems with no known or
unknown licence.

Permissive/Attribution
style licenses such as:
Apache 1.1or 2.0, MIT,
BSD, Public Domain

Dual/tri licenses with
permissive option such as:
GPL or MIT

Contains viral (copyleft)
licenses. Dual/Tri licenses
with viral license as an
option.

Contains items with lesser
known open source
license, Commercial
license, or unknown
licenses.

Typically require a simple
attribution in the product
or documentation.

Associated dual/tri licenses
where one of the option is
permissive.



Open Source Initiative
approval
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open source
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Copyleft and the G

“I make my code available for use in free
software, and not for use in proprietary
software, in order to encourage other people
who write software to make it free as well.”

“I figure that since proprietary software
developers use copyright to stop us from
sharing, we co-operators can use copyright
to give other co-operators an advantage of
their own: they can use our code.”

-l




Viral

applies to mos
0TS commjy to using jg, ( ,,"
ibr, "ary GeneralP ublic L,

Whoge a
the G 'NU[

€ Speak of free softwar,
d ?'gned
or this service

thn
'A(t‘ns(;s
(and ('hl
th“t y('u
can do ”

To Draot.

19

istribute ,

—ffect of Copyleft

: ms’ 2 07 - Darrin Wortlehock
pure.. OUr Gen@2901 s
© Darrin Wortlehock BY-



Permissive BSD

Copyright (c) <year> <copyright holders>

Permission is hereby granted, free of charge, to any person obtaining a copy of this
software and associated documentation files (the "Software"), to deal in the
Software without restriction, including without limitation the rights to use, copy,
modify, merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be included in all copies
or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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Technical - engineering
_egal - licensing decisions
_icensing Hocus pocus — interactions etc.

Decisions will impact later procedures and
policies



SOM —
compor

o Declared Conflict (Broader Reach)

Q Declared Conflict (Narrower Reach)
Component Conflict

0 Dual Licensed (Commercial vs. Conflict)
Custom

e Third Party Commercial

Q No Conflict

O Original Code

icence status

ents

Conflicts

Conflicts

Conflicts

Research
Research
Research
OKto Use

OKto Use

COMPONENT VERSION LICENSE

. Sample Audit - Jan 2018 (DO NOT DELETE) Unspecified [template] Ba
2 3D Tools s Presentat

Foun Unspecified Microsoft Limited Permissive License (M

o
o

Apache Commons CL 14

886

332

220

410

114

440

3,442

4,436

8.62

3.28

2.14

3.99

4.28

33.48

43.156

STATUS

Original Code

Component Condlict

No Confiict

No Confiict

No Confiict
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OK to Use
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OK to Use
OK to Use

OK to Use

all

[

USAGE

Original Code

Shippet + File
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Step Four:
What follows an Open Source
Audit?
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Procedures and Policy
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‘What do you mean don't open source it?
I've already laid off Engineering and QA."
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Open Source — warranty

« Limited warranty — best of
knowledge

« State of the industry/ art
and tools - audited

« Cannot ever warranty IP
IN open source

e |[ndemnities?



some final thoughts
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“atent War Responses - OIN

openinventionnetwork




Collaboration and Co-opetition

openstack’




)ISCUSSION

Open source s good for me. 1 will fully embrace &
Open source s good for me. 1 will fully embrace &
Open source s good for me. 1 will fully embrace &
Open source s good for me. 1 will fully embrace &
Open source s good for me. 1 will fully embrace &

Open source s good for me. 1 will fully embr
pO)
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