Helping Developers =
Do Security The
Right Way

%& WhiteSource y




THE CHALLENGE

Reported Vulnerabilities Are Rising Transitive Dependencies
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OPEN SOURCE SECURITY
VULNERABILITIES ARE ON THE

RISE

A substantial number of developers are affected

>906-.

of the developers are relying on

47%

Not at all Rarely Sometimes Very often All the time



OPEN SOURCE SECURITY
VULNERABILITIES ARE ON THE
RISE

Project prevalence is alarming 3 !

of the top 100 open source projects
have a vulnerability
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OPEN SOURCE SECURITY
VULNERABILITIES ARE ON THE
RISE

Ignorance is [not] bliss

Just

o0 O 36

of the reported open source
vulnerabilities are in the CVE D@
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DEVELOPERS ARE NOT EFFICIENTLY MANAGING
OPEN SOURCE VULNERABILITIES

Challenges are acknowledged by developers
TOP CHALLENGES IN USING OPEN SOURCE COMPONENTS
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DEVELOPERS ARE NOT EFFICIENTLY
MANAGING OPEN SOURCE
VULNERABILITIES

How much time Is spent?

1-10 hours @ 36-60 hours
hourS/month ® 11-20hours ® Over60

spent on average by every developer on
security vulnerabilities
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Selection ’
@

WORK
SMARTER,
NOT HARDER

‘ Release

’ Post Deployment
\
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Handling Security
Vulnerabilities

The Common Way
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THE COMMON WAY OF HANDLING SECURITY

VULNERABILITIES

Security teams analyze
and prioritize
vulnerabilities

Sending emails or
opening issues/tickets

Closing the loop on
resolution is hard
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BRIDGING THE GAP IS A MUST
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Security DevOps Developers




How to Bake Security
Into Existing Workflows
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Prioritization of Transparent integration
effective vulnerabilities with existing environment
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INEFFECTIVE VS. EFFECTIVE VULNERABILITIES

Ineffective

Only some of the reported
security vulnerabilities in open
source libraries are referenced
by the developers’ code

Effective
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How Do You
Prioritize?
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A modern approach to prioritize open source security vulnerabilities
should be based on the effective impact on the product security

Top Alerts

Library Type ¥ | Description

@ jetty-http-9.2.22.v20170606.jar Security Vulnerability C' details

@ ant-1.84.jar Security Vulnerabilit) c’ Mdetails

@® commons-codec-1.9.jar Security Vulnerabilit c, details

Traces Trace View

CVE-2017-7658
ORIGIN

org.apache.activemq.transport.Secure
SocketConnectorFactory:createConnec
tor

L 4
Qay PATH (8 points)
N

--...A

TARGET

org.eclipse.jetty.http.HttpParser:toStri
ng

[
W
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BAKING SECURITY CHECKS
AND REMEDIATION INTO DEV WORKFLOWS
IDE integrations Repos integration
‘ % WhiteSource
WhiteSource Advise ’ \ Remediate

WHITESOURCE

for

DEVELOPERS
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Advise

https://dev.azure.com/micholIander/Test/_apps/hub/whitesource.ws

Home Dashboards

B test (CWorkinterry Pluginitest] -

w wpip install django==1.4

or

W mpip install django==1 ¢

or

Wpip insta]] django

share improve thi answer

edited Jul 39 14 at 6:03

g, arulmr
5,977 06 o35

Pip is not ryn from the Python she1y -Run

WPip insta]y Django

It will install the latest Diango 151

Organizations

...\sr:\min\jm\com\tuﬁne\tst\’fst.java [test] - Intelli) IDEA

60

this from the Commang Prompt

-bolt build-hub,wss
Products

Projects Policies

Component: Django
Version 14
License BSD 3

Organizational Policies: 1

Organization; David H Demg

Violations:
Reject GpL

Conditions:
None

Approvals:
None

Vulnerabilities

aWhI\eSource

Reports Integrate

Log In Sign Up |

Q hip install failg with “connection error: [SSL:
ERTIFICATE_VERIFY_FAILED]
Outdateq ertificate verify failed (_ssl.c:598)"

Projects: 0 1\MIOIN Questions

vasn't DOSKEY

integrateq with
VAND.COM?

loes the math work when buying airline
?

audio cues tg €ncourage gooq posture

ok abouyt people trapped in 5 series of
s they imagine

lows 7 doesntt Support WSL, then What doeg
Subsystem Option Mmean?

0 find a| the available tools in mac terminal?

lid Roosevelt decide to implement a
Um wage th

fough taxation rather than 5
? Ceiling?

OUgh | have p

€ntatio Om shoulq |

Complainty
€ Should| Use g Zer0-interegt Credit carg fora large
One-time Purchase?

S Isthe Standa

Toper visy and
N. To w| a

Make

rd Deduction better
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R
B test (Cawor Intelli) Plugin\test] -, \sec\ main\java\ comi\testme\test\Test java [test] - Intelli) IDEA
I n teg I a I o File Edit View Navigate Code Analyze

Refactor Build Run Tools VCS  Window Help
5 H S « B

Projects Policies

Reports Integrate

Add Configuration,.. e Q w5 e
5 test ) B orc M main Jjava | BNl com BN testme N test

Test
¥ 8 Project D = - m test TestChild java J Testjava :
s v B test Work\Intelli) |, 1gin\test No IDEA annotations attached to theJDK 1.8 (C:\Program Flles\Java\Jdk1.8A0_161), Some issues will not be found Attach annot tons & 5
o> g 2 :
= . 1dea Co . =
v s i
. v N main —
E v M java F
= v com.testme.test : . ]
\ 2
R Test :
o
TestChild
% resources k-
v M test .
java §
M pom.xm ::
i testim
> iy External Libraries |
% Scratches and Consoles : :
)
s
&
*
= & Top, Termina)
0 IDEang Pl
Y9in Updates: Intelliy IDEA i ready to Update, (19 Minutes
3 ago)
2 o T QEvent Log
i3 > UTFg . 4 spaces P N 2
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€ > ¢ (] https://dev.azure.com/michoIIander/Test/_apps/hub/whitesource.ws-boltbuild-hub.wss

QU By 0 2 x
R o S ito r I e S € > C ] https://dev.azure.com/michollander/Test/_apps/hub/whitesource.ws—bolt.build-hub.ws
tion

S
Home Dashboards Organizations Products

Q % gvvoea"

Integrate

Projects

Paused '

Admin

Policies Reports

B test (C:\Workunteliy Plugin\test] -

...\sn\mh\jm\com\tm\t&\Tstjm [test] - Intelli) IDEA

Pull requests  Issyes

Marketplace Explore

¥ BoltForGitHubDeme / demo-app

———

© Watch ~ 1 & Star
O lssues 33

Code

0 ? Fork
Pull requests o

Projects o

whitesource-bo[t-for—github bot opened this issue 7 days ago - o COmments

whitesource~bolt~... bot commenteg 7 days ago

Assignees

No one assigned

» Vulnerable Library - tomcat-embed~core-8‘5.4.jar

Labels
> . Vulnerability Details

Security vulnerability
» @y s Score Detail (g,

Projects
> g Suggesteq Fix

None yet

Milestone

No Milestone
Game witpy WhiteSource here

Notiﬁcations

<€) Subscribe
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}o Thank You

Tamir Verthim
tamir.verthim @whitesourcesoftware.com

Terry Riley
terry.riley @whitesourcesoftware.com
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